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Abstract 
Intrusion detection is the process called indentifying 

intrusions. The action of entering to a system without 

permission is called intrusion. With the improving 

advanced technology of mobile devices such as smart 

phones, tablet, smart devices, other computing devices, 

the number of network users are increasing more and 

more. Hence, security on network is very important for all 

net consumers. IDS are fundamental part of security 

boundary. So, they are now considered as a mandatory 

safety mechanism for critical networks. There are many 

traditional techniques of intrusion detection. In the 

research of traditional intrusion detection technology 

analysis, the statistical model for the establishment of the 

regulatory basis, management and aggression capability 

and so on there are still some disadvantages and 

disabilities, because actual test results cannot meet the 

requirements. Current methods used in IDS are many. 

Each method has advantage and disadvantage. Intrusion 

detection can also be seen as a classification problem. In 

this research we use K-means and C4.5 algorithms. This 

paper presents the comparison of intrusion detection by 

using hybrid data mining methods and a single method.  

The purpose of this paper is to show the differences of 

time complexity between hybrid data mining method and 

a single method. This model is verified using KDD’99 

data set. Experimental result clearly shows hybrid 

methods can reduce model training time while 

maintaining the higher detection rates than using single 

method. 
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1. Introduction 
 

People want to keep their possessions secure. So they 

consider many ways to secure their possessions and then 

invented many software and hardware devices to protect 

their belongings. There is no secure system in world but 

we must consider and protect our system as much as we 

can. 

The computer system controls a large amount of data 

over the network, so data communications should be 

secure enough for data transceivers. In the previous day’s 

firewall, data encryption, antivirus is used to prevent 

unauthorized access to the network system. There is a 

technique known as the intrusion detection system that 

will be used to monitor unwanted user data over a 

network.  [4] 

Cyber security is a critical topic for both researchers 

and practitioners as successful cyber attacks can result in 

severe costs due to losses of confidentiality, integrity or 

availability. Various security mechanisms have been 

suggested for detecting cyber attacks such as intrusion 

detection system.  Intrusion detection system is 

sometimes called classification problems. 

Intrusions in a computer system are the activities that 

infringe the system security policy. The process of 

monitoring and analyzing the activities occurring in the 

process of Intrusion Detection process is in a deep way. 

[1] 

Detection of intrusions identifies an unauthorized 

individual to use a computer, and identifies an authorized 

individual who abuse their power. The intrusion Detection 

System is an important defense tool for network security. 

By analyzing audit data, the Intrusion Detection System 

tells the administrator to take appropriate action to protect 

the application system from further attacks when the 

system is in unsafe condition. Because network intrusion 

is a set of human behavior and user behavior, it can be 

divided into normal and abnormal behavior. [2] 

Many security experts and researchers have proposed 

and implemented different strategies to defend the 

computer system from attacks. Among them the intrusion 

detection systems (IDSs) can be specifically designed to 

identify attacks that can target computers or networks and 

resources. IDS have two main components: data audit 

component, sensors or log files, which monitors / collects 

data on system behavior; a component detection method 

that analyzes data that is observed/collected to detect 

malicious activity. In terms of audit components, IDS is 

classified as host-based (HIDS) or network-based (NIDS). 

Host-based IDS detects attacks on computer system by 

monitoring mainly operating system activity. Network-

based IDS detects nodes connected to the network by 

monitoring TCP/IP events. In terms of detection methods, 

IDS is further classified as signature or anomaly tracking 

system. Signature-based systems monitor traffic to known 

attack patterns (signatures), similar to virus scanners that 

protect personal computers. Signature-based IDSs 

efficiently detect existing threats but always miss new 

threads.  

Finally, KDD CUP 1999 dataset is used to verify the 

effectiveness of our method. The experimental results 
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show that the collaborative intrusion detection and 

customization methods proposed in this paper are superior 

to C4.5 detection in tracking accuracy and tracking 

efficiency. 

 

2.  Literature Survey 
 

Many data mining algorithms are applied to intrusion 

detection. This is divided into general offline algorithms 

and inline incremental algorithms. Most researchers have 

focused on off-line intrusion detection using a well-

known KDD99 dataset and verified the development of 

IDS. The KDD99 dataset is a statistically preprocessed 

dataset that has been available since 1999. [17] 

Classification is one of the important functiona of data 

mining. It performs its task by classifies the data into 

different categories using the algorithm type. This 

classification has wide range of applications in the field of 

network intrusion detection. It categories network patterns 

as normal or attack to identify malicious activities 

occurring in the network. In this paper, researcher is 

analyzing classification algorithms using NSL KDD 99 

dataset. [9] 

Intrusion detection is one of the difficult problems 

encountered by the modern network security industry. 

Data mining can play a important role in system 

development. Data mining is a technique for extracting 

important information from a huge data repository. In 

order to detect intrusion, the traffic created in the network 

can be broadly categorized into following two categories- 

normal and anomalous. In this proposed paper, several 

classification techniques and machine learning algorithms 

have been considered to categorize the network traffic. 

The comparison of data mining algorithms has been 

performed using WEKA tool and listed below according 

to certain performance metrics. Simulation of these 

classification models has been performed using 10-fold 

cross validation. For this simulation, they used NSL-KDD 

based data set in WEKA. [3] 

With the rapid development of computer networks 

during the past decade, security has become a key issue 

for computer systems. It is the IDS which protect to our 

computer network. Different classification and clustering 

algorithms have been proposed in recent year for the 

implementation of intrusion detection systems. In this 

paper, multiple algorithms are analyzed to find the 

optimal algorithm. At last the optimal algorithms Random 

Forest and DB Scan are occurred. [5] 

In this paper, the various intrusion-detection-system 

techniques and their application on the basis of decision 

tress also discussed that are available and on which 

various researches have made. Some detection approaches 

that are applied for the intrusion detection are focused on 

some specific methods. In this paper various intrusion 

detection approaches are analyzed for detection of 

intrusion by the use of decision tree algorithm. [6] 

Intrusion is an act that violates the security policy of 

the system. The purpose of this research paper is to 

explain the method / technique used for intrusion 

detection based on the concept of data mining and the 

structure designed for it. This survey document outlines 

the intrusion detection process and the data mining 

methods and methods to facilitate the frames developed 

using these concepts.  [10] 

Since the ready-made data mining algorithms is 

offered, intrusion detection based on the data mining has 

improved rapidly. It advances in the ability to hold 

enormous data, but it also has troubles like, for instance, 

searching for more helpful data mining algorithms , how 

to progress the correct rate of intrusion detection, and etc. 

These can be the topic for future study; meanwhile they 

also need lots of effort and experiments to develop a 

system that is more effective and more suitable. There are 

many types of approaches in intrusion detection, in which 

that based on the data mining becomes the hot topic in the 

current intrusion detection methodology. However, data 

mining is still in its developing stage, so more thorough 

study needs to be done. A brief survey of the IDS in the 

data mining field is given in this paper. [12] 

In this paper, they present an intrusion detection 

system using J-48 and Naïve Bayes for classification. To 

implement and classify of the system they used KDD 99 

dataset and their University’s traffic. The principal 

challenge in intrusion detection is to obtain high detection 

rate. From this paper’s experimental result shown as 

single classifier is not sufficient to obtain the high result 

and feature selection is the most important to detection 

ratio also showed that the effectiveness of J-48 is 

comparable to the Naïve Bayes. [13] 

This paper draws the conclusions on the foundation of 

implementations performed using various data mining 

algorithms. Combining more than one data mining 

algorithms may be used to eliminate disadvantages of one 

another. Thus a combining approach has to be made while 

selecting a mode to apply intrusion detection system. 

Combining a number of qualified classifiers lead to a 

better performance than any single classifier. [15] 

 

3. Intrusion Detection System and Data 

Mining 
 

Monitoring user activity on the network and 

categorizing malicious and normal activity is called 

intrusion detection. The system used for this purpose is 

called Intrusion Detection System (IDS). Intrusion 

detection systems are combinations that perform software 

or hardware, or automated processes that track and 

analyze events. In general, IDS monitors and records 

computer system events, performs to determine if an 

event is a security incident, alerts potential threat to 

security employees, and generates event reports. Every 
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time an intruder attempts to compromise the 

confidentiality, integrity or availability of the network or 

system, IDS monitors and detect illegal activities, prohibit 

legitimate users to access resources or computer to system 

services. It also takes appropriate predefined expectations 

into account and performs appropriate actions. 

The intrusion detection techniques can be defined as a 

system that identifies and deals with malicious use of 

computer and network resources. The IDS using its 

detection techniques tracks the user available on the 

network and traces the activities being carried out. The 

audit data after being traced are compared to the known 

awful records and an alarm is set whether the similarities 

of the two are above some predefined threshold. The user 

is then accordingly distinguished as normal or illicit user. 

The IDS techniques on the basis of their detection 

process can be categorized into two methodologies: 

Misuse Detection technique: 

The misuse detection technique uncovers the intruder 

activities based on the extensive knowledge of known 

patterns provided by human experts. The detection 

process involves matching features through the attacking 

feature library and confirming the attack incidents. The 

key advantage of misuse detection system is that once the 

patterns of known intrusions are stored, future instances 

of these intrusions can be detected effectively and 

efficiently. The detection process though can even catch 

the negligible intrusive activities and generates the much 

fewer false alarms but still is unable to detect novel or 

unknown attack. [11] 

Anomaly Detection technique: 

Anomaly detection technique analyses the intrusive 

activity and identifies the new intrusion types according 

to the deviation of a computer from its normal usage. If 

the divergence is much enough then the user activity is 

considered as abnormal. The key advantages of anomaly 

detection systems are that they can detect unknown 

intrusion since they require no a priori knowledge about 

specific intrusions. Anomaly detection although reveals 

the new trends of intrusions still lacks the detection of 

negligible intruder activities and also generates higher 

false alarm rate. 

After focusing on the IDS techniques, the IDS based 

on its analysis and audit data storage unit are of two 

types: 

Host-based IDS (HIDS): 

HIDS is a host based detection approach in which a 

system collects the data as the records of various activities 

of host including event logs, system logs etc. As the 

system monitors only the host or agent it determines the 

awfulness more accurately. As everything is on the host 

there is no need of installing additional hardware or 

software but still redundancy is one of the important issue 

especially when we desire to install the system for a 

network and we should have a HIDS for each host. Since 

individual monitoring system for each host is needed, the 

efficiency in terms of speed decreases and the system cost 

increases. 

Network-based IDS (NIDS): 

NIDS is a network based approach in which the system 

in place of collecting data from a particular host/agent 

directly collects it from the network monitored in form of 

packets. It provides better security against DoS attacks as 

compare to HIDS. Mostly NIDS are operating system 

independent and are easy to deploy. The system does not 

need to be installed on multiple monitoring systems hence 

are less expensive but lacks accuracy due to loosing of 

some data during the detection process. Also for large 

scale network scalability is still a problem. [7] [14] 

Data mining (DM), also called Knowledge-Discovery 

and Data Mining, is the process of automatically 

searching large volumes of data for patterns using 

association rules. It is a fairly recent topic in computer 

science but utilizes many older computational techniques 

from statistics, information retrieval, machine learning 

and pattern recognition. Data mining techniques can be 

differentiated by their different model functions and 

representation, preference criterion, and algorithms. The 

main function of the model that we are interested in is 

classification, as normal, or malicious, or as a particular 

type of attack.  

The use of data mining techniques in IDSs usually 

implies analysis of the collected data in an offline 

environment. There are important advantages in 

performing intrusion detection in an offline environment, 

in addition to the real-time detection tasks typically 

employed.  

There are several reasons why data mining approaches 

plays a role in these three domains. First of all, for the 

classification of security incidents, a vast amount of data 

has to be analyzed containing historical data. It is difficult 

for human beings to find a pattern in such an enormous 

amount of data. Data mining, however, seems well-suited 

to overcome this problem and can therefore be used to 

discover those patterns. [8] 

 

4. Methodology 
 

This paper involves discussion of the two algorithms of 

data mining classification approaches, K-means and C4.5. 

 K-means algorithm: 

The K-means algorithm is one of the most popular 

methods of clustering analysis that aims to partition ‘n’ 

data objects into ‘k’ clusters in which each data object 

belongs to the cluster with the nearest mean. It uses 

Euclidean metric as a similarity measure. The important 

properties of k-means algorithms are efficient in 

processing large datasets and it can work only on 

numerical values. 

The basic algorithm of k-means is: 

1. Select k objects as initial centroids 

2. Assign each object to the closest centroids. 
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3. Recalculate the centroid of each cluster. 

4. Repeat steps 2 and 3 until centroids do not 

change. 

 

C4.5 algorithm: 

Decision trees can be used as misuse intrusion 

detection as they can learn a model based on the training 

data and can predict the future data as one of the attack 

types or normal based on the learned model. It works well 

with large data sets. It constructs easily interpretable 

models, which is useful for a security officer to inspect 

and edit. It can also be used in the rule-base models with 

minimum processing. 

The system flow diagram of this paper by using the K-

means and C4.5 can be seen in figure 1. 

 

 
Figure 1. System Flow Diagram 

 

5. Experiment and Result Analysis 
  

To facilitate the experiments, we used Eclipse Java and 

Weka tool to implement the algorithms on a PC with 64-

bit window 7 operating system, 4GB RAM and a CPU of 

Intel core i3-4010U CPU with 1.70GHz. 

 

5.1. Data Selection 
 

The experimental analysis is done by considering the 

typical dataset for intrusion detection named as KDD 

CUP’99. It is the most widely preferred dataset especially 

formulated for examining the newly implemented 

intrusion detection models. This database contains a 

standard set of data to be audited, which includes a wide 

variety of intrusions simulated in a military network 

environment. The data set includes 42 attributes 

classifying the data records into normal or a type of 

attack. The Table 1 notify about the 41 types of attributes 

in the KDD CUP’99 dataset categorized into 5 major 

attack classes under which they fall. [16] 

 

 

 

 

Table 1: Various attacks and their respective 

categories 

 
Class 
 

Known Attacks Subclass 

DoS back, land, Neptune, pod, 
smurf, teardrop 

Probe ipsweep, nmap, portsweep, 
satan 

U2R buffer_overflow, loadmodule, 
perl, rootkit 

R2L ftp_write, guess_passwd, 
imap, multihop, phf, spy, 
warezclient, warezmaster 

 

Kddcup’99 dataset have two variations of training 

dataset; one is a full training set having 5 million 

connections and the other is 10% of this training set 

having 494021 connections. Since the whole dataset is 

vast, the experiment has been performed on its smaller 

version that is 10% of KDD.  

    
5.2. Result and Analysis 
 

The analysis is performed by using K-means and C4.5 

algorithms. We use K-means algorithm to generate 

heterogeneous dataset to nearly homogeneous dataset. 

Then we apply C4.5 algorithm to know the intrusions and 

normal traffic. For the experiment, we have run the 

simulation with the five different sizes of partition by 

using k-means algorithm and then use C4.5 algorithm for 

detection. And also we have run the dataset without using 

k-means algorithm. Then, we can compare the accuracy 

of two approaches. One approach is using k-means and 

C4.5 algorithm and the other approach is using only C4.5 

algorithm. The comparison of these two approaches can 

be seen from table 2 to table 5. 

The training time of C4.5 algorithm based on K-means 

is 3546.66 seconds, while that of only C4.5 algorithm is 

7969.19 seconds in 10 fold cross validation. The training 

time of C4.5 algorithm based on K-means is 3198.51 

seconds, while that of only C4.5 algorithm is 7181.49 

seconds in 66-34 percentage validation. This indicates 

that the collaborative intrusion detection based on K-

means and C4.5 is better than a single C4.5 algorithm in 

the training time. 

 

 

 

 

 

 

 

 

 

 

KDD CUP 99 Dataset

Pre-Processing

K-means Clustering Algorithm

C4.5 Algorithm

Normal Attacks
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Table 2. Comparison Testing Results of Two 

Approaches for 10 fold 

 

Table 3. Comparison Testing results of Two 

Approaches for 10 fold with time complexity 

 

Table 4. Comparison Testing Results of Two 

Approaches for  66-34 percentage 

 

 

 

 

Table 5. Comparison Testing results of Two 

Approaches for 66-34 with time complexity 

 
dataset 
 

 

k-
means 
 

C4.5 Total 
instances 

Time to 
build 
model 
(sec) 

10% P1 Y Y 37007 864.42 

10% P2 Y Y 8000 35.89 

10% P3 Y Y 95471 1722.84 

10% P4 Y Y 26777 575.23 

10% P5 Y Y 712 0.13 

Total    3198.51 

     

10%kdd N Y 167967 
 

7181.49 
 

 

The total correctly classified instances based on K-

means and C4.5 are 493841 while that of instances based 

on only C4.5 is 493823 in 10 fold cross validation. The 

total correctly classified instances based on K-means and 

C4.5 are 167893 while that of instances based on only 

C4.5 is 167876 in 66-34 percentage validation. This 

shows that hybrid method can correctly classify than a 

single method.  

 

6. Conclusion 

 

Experimental results show that the optimized and 

adaptive collaboration intrusion detection model based on 

K-means and C4.5 is superior to the detection system with 

a single C.5 algorithm in the detection accuracy and time 

efficiency.  

Further work will be directed to experimental research 

of the data mining methods, approaches and algorithms 

by using real network data. 
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